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Abstract. Unitary matrices play a central role in quantum computing, forming
the mathematical foundation for quantum gates and transformations.
This paper investigates the computational complexity of unitary matrix
factorization, a problem defined as decomposing a given unitary matrix UEU(n)
into an unknown product of smaller unitary factors U = A4, ...4,, A; €
U(n)

The study draws an analogy between this problem and the classical discrete
logarithm problem, extending it into the continuous domain of complex-valued
unitary groups.
We present both theoretical and empirical evidence that the computational effort
required for unitary matrix factorization grows approximately as O(n3k), where
n is the matrix dimension and k the number of factors.
Empirical evaluation in Python (NumPy + QR decomposition) confirms cubic
scaling with dimension and linear scaling with factor count.
Unlike integer factorization, no known quantum algorithm, such as Shor’s or
HHL, efficiently solves this problem.
We discuss how the apparent hardness of this operation could form the basis of a
post-quantum cryptographic primitive resistant to quantum attacks.

Keywords: Unitary matrix factorization, computational complexity, discrete
logarithm problem, quantum cryptography.

1 Introduction

The growing maturity of quantum computing presents a direct threat to classical public-
key systems, whose security relies on the computational hardness of integer
factorization and discrete logarithms. Shor’s quantum algorithm efficiently solves both
problems, rendering RSA and elliptic-curve cryptography insecure in the presence of
large-scale quantum computers.
This work introduces a new computational problem, Unitary Matrix Factorization
Problem (UMFP), and investigates its potential role as a post-quantum hard problem.
Operations in quantum mechanics are inherently unitary, suggesting that the group
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U(m) of n Xn unitary matrices may form a natural algebraic basis for defining
cryptographic primitives that remain hard even for quantum machines.

The problem of unitary matrix factorization represents an interesting analogue to the
classical problem of large-number factorization, which forms the basis of RSA security.
While in classical systems the task is to decompose a number N = p X q, this paper
considers the decomposition of a unitary matrix U as the product of multiple unknown
unitary matrices:

U=A4,4,..4, A €U (1)

where the number of  factors k and A; are unknown.
This formulation is closely related to the discrete logarithm problem in the group U(n),
where one seeks to find k such that: A¥ = U for a known matrix A and a known result
U. The problem is extremely difficult because the operations occur in a complex space
of dimension n?, with additional unitary constraints ATA = I.

2 Theoretical Framework

2.1  Unitary Matrices

A unitary matrix U satisfies UTU = I, where U is the conjugate transpose of U. The
elements of a unitary matrix are complex numbers, and all rows and columns are
orthonormal.

2.2 The Group U(n) and Analogy to the Discrete Logarithm

The group U(n) is a compact Lie group under matrix multiplication.
Analogous to the discrete logarithm problem in (Z,x), where one seeks k such that

a® = b, the matrix formulation becomes:
Given A € U(n), and U = A, find k

Unlike the scalar case, A* is a nonlinear function of k, making the problem significantly
harder, even with quantum resources.

2.3 Quantum Algorithms and Factorization

Shor’s algorithm [1] demonstrated that quantum computers can factorize large integers

exponentially faster than classical methods.
The HHL algorithm (Harrow—Hassidim—Lloyd) [2] solves linear systems via quantum
matrix operations.

However, no known quantum algorithm efficiently factorizes a unitary matrix into an
unknown number of components.

242



3 Mathematical Model

Although classical matrix multiplication exhibits O(n®) complexity, sub-cubic
algorithms such as Strassen’s (0(n%8°7)) [3] and the Coppersmith—-Winograd family
(0(n?37%)) [4] reduce the theoretical upper bound. These asymptotic improvements do
not influence the empirical scaling in this work, which relies on standard BLAS-based
cubic-time kernels.

We define finding k unitary matrices A; A, ... Ay € U(n) such that

U= ﬁAi (2)
i=1

for a given U € U(n), where both kand A; are unknown. Theoretical analysis
establishes an analogy to the discrete logarithm problem, extended to the continuous
complex domain. A Python experiment (NumPy, QR decomposition) generated
random unitary matrices, recording execution times for combinations

n € {2,4,8,16,32,64,128,256,512} and k € {5,10,20,50,100}.
Polynomial fitting (Matplotlib) was used to derive empirical growth models. It is
expected that execution time behaves as: T(n, k) ~ 0(n3k) since multiplying two
n X n matrices has a computational complexity of 0(n3) repeated k times.

4 Experimental Setup and Implementation

The experiment was conducted in Python 3.11 using the NumPy library for complex
matrix operations, time for timing measurements, and Matplotlib for visualization.

Code 1. Implementation of the experiment in Python

import numpy as np
import time
import matplotlib.pyplot as plt

def random_unitary(n):
A = np.random.randn(n, n) + 1j * np.random.randn(n, n)
Q, R = np.linalg.qr(A)
return Q

def multiply_unitaries(n, k):
result = np.eye(n, dtype=complex)
for _ in range(k):
U = random_unitary(n)
result = result @ U
return result

dimensions = [2, 4, 8, 16, 32, 64, 128, 256, 512]
factors = [5, 10, 20, 50, 100]
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results = []

for n in dimensions:
for k in factors:
start = time.time()
multiply_unitaries(n, k)
t = time.time() - start
results.append((n, k, t))
print(f'n={n}, k={k}, time={t:._4f} s")
plt_figure(figsize=(8,6))
for n in dimensions:
values = [r[2] for r in results if r[0] == n]
plt.plot(factors, values, label=F"n={n}"")
plt.xlabel ("*"Number of factors k')
plt.ylabel (""Execution time (s)')
plt.title("’'Growth of execution time for multiplying unitary
matrices')
plt.legend()
plt._grid(True)
plt.show()

5 Results and Complexity Analysis

The experiment was run on an Intel Core 17 (12th Gen) processor with 16 GB RAM
under Ubuntu 24.04.
Measurements were repeated ten times for each configuration, and the average values
are presented in Table 1.

Table 1. Average execution time for different dimensions and numbers of factors

Dimension (n) k=10 k=20 k =50 k =100
32 0.0040 s 0.0080 s 0.0200 s 0.03... ®
64 0.0180 s 0.0360 s 0.0870 s 0.1730 s
128 0.1230's 0.2420 s 0.5720 s 1.1450 s
256 1.1650 s 2.3160s 5.9700 s 11.8590 s
512 9.0970 s 18.3290 s 45.5990 s 91.8970 s

Execution time grows linearly with k and cubically with n. The relation
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T(n, k) = an®k + B

fits observed data closely, confirming cubic asymptotic growth consistent with classical
matrix multiplication. The growth of execution time is represented graphically bellow,
in linear (Fig.1) and logarithmic (Fig.2) scales.
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Fig. 1. Execution time for multiplying unitary matrices vs. k
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Fig. 2. Execution time for multiplying unitary matrices vs. n
No deviation toward sub-cubic scaling was observed even with optimized BLAS
libraries, and no quantum algorithm (Shor, HHL, QSVD) achieves polynomial-time
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factorization of unknown unitary sequences. Logarithmic scaling confirms a slope close
to 3, consistent with the theoretical matrix multiplication complexity.

6 Discussion and Implications

The inverse factorization problem, recovering (44, 45, ..., A) from a composite unitary
U, is posed on the high-dimensional non-convex manifold U(n). Optimization
approaches such as gradient descent [5], local search [6], or simulated annealing [7] fail
due to exponential search growth in n? parameters and numerous local minima. This
confirms that no efficient classical heuristic currently solves UMFP.

Results suggest UMFP could serve as a foundation for post-quantum cryptographic
schemes.

Unlike integer factorization, efficiently solvable by quantum Fourier transforms,
UMFP involves non-commutative operations in complex space and lacks quantum
speedup [2, 8-10]. The search space grows exponentially with n2, making the problem
computationally intractable for large n. Existing methods such as Shor’s algorithm,
HHL, and Quantum SVD do not address this problem directly, suggesting potential for
post-quantum cryptographic applications.
This opens a path to defining unitary-based cryptosystems, where the public key is a
composite unitary U, and the private key is the hidden sequence (Aq, 4y, ..., Ax).
The work thus establishes the computational hardness of unitary factorization as a new
post-quantum security primitive.

If unitary matrix factorization were used for key generation, system security would
depend on:

—_—

The difficulty of determining k,

2. The infeasibility of reconstructing 4;

3. The absence of an efficient quantum inversion algorithm [11-13].
The overall computational complexity O(n3k) implies exponential growth
even for modest dimensions, providing a promising foundation for matrix-
based cryptography.

7 Conclusion

This paper presented an experimental evaluation of the complexity of unitary matrix
factorization and its analogy to the discrete logarithm problem.
The results confirm that execution time grows approximately cubically with matrix
dimension and linearly with the number of factors.
This behavior supports the hypothesis that unitary matrix factorization could underpin
quantum-resistant cryptographic systems, given the absence of any efficient quantum
solution.
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