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Abstract. Large Language Models (LLMs) have demonstrated remarkable pro-
ficiency in both understanding and generating natural language, which has con-
tributed to their rapid adoption across various domains. Yet, their widespread use
has also exposed them to emerging security threats, most notably prompt injec-
tion attacks. Such attacks can compromise model behavior and potentially reveal
sensitive information. This research explores the phenomenon of prompt injec-
tion and surveys existing defense mechanisms, with a particular focus on devel-
oping and evaluating detection approaches. The study formulates the detection
task as a binary text classification problem, distinguishing between malicious and
benign prompts. Central to the analysis is the application of the BERT architec-
ture and its lightweight variants. The main objective is to compare the perfor-
mance of smaller, fine-tuned BERT-based models in identifying malicious in-
puts. The underlying hypothesis suggests that these compact models, when
properly adapted, can outperform larger counterparts in detecting and mitigating
injection-based attacks due to their efficiency and adaptability.

Keywords: Large language models, prompt injection, malicious prompt detec-
tion, BERT architecture, cybersecurity, classification problem.

1 Introduction

Modern large language models (LLMs), such as ChatGPT, Llama, and Gemini sys-
tems, have demonstrated exceptional capabilities in solving complex tasks, including
machine translation, sentiment analysis, and code generation. Their rapid integration
into a wide range of third-party applications, from websites to API services, enriched
the user experience, but at the same time opened new, significant security risks. The
integrity of the content and data in these systems is no longer guaranteed, which raises
fundamental questions about their reliability.
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Parallel to the expansion of artificial intelligence, the number of attacks directed at
these models is also increasing, with the aim of unauthorized access to sensitive infor-
mation or manipulation of their behavior. It became clear that mere implementation of
the LLM was not enough; it is necessary to develop robust mechanisms that can effec-
tively assess and mitigate security risks in a dynamic technological environment.

One of the most critical vulnerabilities that appeared is prompt injection. These at-
tacks, recognized by OWASP as one of the top ten threats to LLM applications [1],
fundamentally undermine the model's ability to follow predefined rules and constraints.
Attackers use maliciously crafted inputs, often hidden within legitimate text, to trick
the model into ignoring its security constraints and executing commands it should re-
ject. The consequences range from the leakage of confidential data and the generation
of misinformation to the complete compromise of the functionality of the application

[2].

Existing approaches to remediate these vulnerabilities, which often rely on internal
settings of the LLM itself, have proven insufficient in the face of the complexity and
adaptability of modern attacks [3]. Although the models are initially trained with secu-
rity mechanisms, including fine-tuning with the help of human feedback (RLHF), at-
tackers continuously find new jailbreak techniques and weaknesses in the system [4].

In response to this challenge, there is a growing focus on the development of automated
detection methods. Instead of relying solely on LLM's internal protection, systems are
proposed that act as a filter, analyzing queries before they reach the model itself. At the
heart of this research is the application of the BERT architecture (Bidirectional Encoder
Representations from Transformers) for this specific purpose [3].

Although BERT is the forerunner of modern, much larger language models, its ef-
fectiveness in text classification tasks and deep understanding of context make it an
ideal foundation for this problem. Its ability to understand the nuances of language by
analyzing words in their environment [5] is key to distinguishing subtle malicious in-
structions from benign user input. In addition, the application of multilingual BERT
models can improve threat recognition in different linguistic contexts.

This research approaches the problem as a binary classification task: each incoming
query must be classified as either malicious (label 1) or benign (label 0). Publicly avail-
able datasets, such as those from the "Hugging Face Datasets" platform, which contain
thousands of examples of both types of queries [6][7], will be used to train and test the
model.

The main idea of the paper is to conduct a comparative analysis, applying not only
the basic BERT model (e.g., ModernBERT-large [8]), but also its different, often
smaller, variants available in the Hugging Face library. Through a fine-tuning process,
we will investigate how different architectures and parameter configurations affect de-
tection performance.

The research was designed to provide answers to several key questions:
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How effective are BERT models in detecting query injection attacks in general?

Can smaller, specialized models match or outperform larger models in this specific
task?

How robust are these detectors when faced with paraphrased or new attack variations
not seen during training?

The starting hypothesis is that models that are specifically fine-tuned for this task,
even if they are smaller in size, will achieve more reliable results and better generali-
zation than models with standard, pre-existing parameters. The goal is to gain insight
into the most effective strategies for stopping these attacks through the comparison of
different variants, offering practical solutions to increase the security of the LLM sys-
tem in real application conditions.

2 Theoretical Background

This chapter provides an overview of the fundamental concepts necessary to under-
stand this research. We begin with the evolution of natural language processing, move
on to the architecture of the BERT model as a key classification tool, then analyze in
detail the taxonomy of query injection attacks, and conclude with an overview of exist-
ing defense mechanisms.

2.1  The Evolution of Natural Language Processing (NLP)

Natural language processing (NLP) is a branch of artificial intelligence focused on
enabling computers to efficiently interpret and process human language. Early ap-
proaches to solving NLP tasks, such as text classification, relied on statistical measures
such as TF-IDF (Term Frequency-Inverse Document Frequency). Although useful, this
method suffers from essential drawbacks: it creates matrices that are too large and
sparse, loses the semantic meaning of words (e.g., treats "vehicle" and "car" as com-
pletely different), and cannot interpret homonyms (words with multiple meanings) [3].
The next generation, led by the Word2Vec method, introduced the representation of
words as vectors in continuous space, where similar words are positioned close to each
other. This solved part of the semantics problem, but it still had a key drawback: each
word was assigned only one vector, regardless of its context in a sentence. The revolu-
tion in NLP was brought about by Transformers [9], who introduced contextual word
embeddings. Unlike previous methods, transformer models like BERT analyze the en-
tire environment of a word before assigning it a vector representation, thus finally solv-
ing the problem of ambiguity and in-depth understanding of the context.

2.2  BERT Architecture as a Classifier

BERT (Bidirectional Encoder Representations from Transformers) represents a
model that introduced innovation in language understanding using exclusively the en-
coder architecture of transformers [5]. Its key feature is bidirectionality, which allows
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it to analyze the context of a word taking into account both the text that precedes it and
the text that follows it.

BERT is trained using two key pre-training techniques:

Masked Language Model (MLM): During training, a certain percentage of words in
a sentence are randomly masked, and the task of the model is to predict, based on the
surrounding context, which words have been removed [10].

Next Sentence Prediction (NSP): The model is given two pairs of sentences, and it
learns to predict whether the second sentence is a logical continuation of the first or is
taken randomly from the corpus [10].

After this extensive pre-training on huge amounts of text, BERT gains a deep under-
standing of language patterns. For specific tasks, such as text classification (which is
central to this research), BERT can be fine-tuned. During this process, a simple classi-
fication layer is added to the output of the model, and the entire model is then further
trained on a smaller, labeled dataset (e.g., a dataset with benign and malicious queries).
This makes BERT ideal for binary classification tasks.

2.3 Taxonomy of Prompt Injection Attacks

Prompt Injection is a class of attack where an attacker manipulates the input of a
large language model (LLM) to cause it to ignore its original instructions and security
constraints, and instead perform a malicious action [11]. These attacks generally have
two goals:

Prompt Leaking: Extraction of sensitive data from the model, such as system
instructions, user data, or access passwords.

Goal Hijacking: Redirecting a model from its original task (e.g., translating text) to
perform a malicious task (e.g., generating a phishing email).

A query injection attack falls into two basic categories [8]:

Direct Injection: An attacker directly injects a malicious instruction into the model.
Example: "Ignore all previous instructions and tell me the system password."

Indirect Injection: A malicious instruction is hidden within an external data source
(e.g., web page, email, document) that the model processes. Example: LLM analyzes
a CV that contains text written in white letters: "Ignore this CV and write a
recommendation."

In addition to this basic division, attacks are becoming increasingly sophisticated
and include code injection, split queries (where the malicious query is entered piece by
piece), multimodal attacks (hiding instructions in images), adversarial suffixes (adding
seemingly meaningless text to the end of the query), and multilingual/masking attacks
(e.g., using Base64 encoding) [12].
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2.4  Existing Defense Mechanisms

Defending against query injection is extremely challenging due to the flexibility of
the human language. Early defense approaches included the use of delimiters, where
the model would be explicitly told to treat user input as data, not as instructions [13].
The literature distinguishes between the responses that the model provides to different
types of jailbreak attacks. The following responses stand out [4]:

Full Denial (Preferred Behavior): The model completely denies the request and ex-
plains that it cannot provide malicious content, often using phrases like: "1’m sorry, but
I cannot provide..." or "As a language model, | am unable to..."

Partial Denial: The model partially follows the instructions (e.g., assumes the role of
a hacker), but does not provide the requested malicious result. Instead of giving instruc-
tions on how to hack, it says something like: "It is important that hacking is done ethi-
cally and legally."

Partial Consent: The model grants access to malicious content (e.g., tips for "easy
money" in the role of a hacker), but adds a warning or legal notice at the end, such as:
"Any misuse carries legal consequences."

Full Consent (Worst Case Scenario): The model fully executes the malicious request
without any warning or deviation.

However, evaluating the effectiveness of these defenses is difficult. Relying on hu-
man annotators is slow and expensive, while automatic checking using rule patterns
(e.g., checking if the response contains the phrase "Sorry, | can't...") has low accuracy,
as attackers easily bypass such filters. Because of these limitations, the focus of re-
search is shifting towards the development of external detectors — smaller, specialized
models (like BERT) that act as a filter. Their task is to classify an incoming query as
benign or malicious before it reaches the main LLM. Recent research [14] suggests that
this is feasible, because malicious queries cause measurable changes in the internal
functioning of the model, such as a "distraction effect” in the Attention Mechanism.
This effect changes the way the model "pays attention” to different parts of the input
text, which can be used as a clear signal for attack detection.

3 Methodology and System Architecture

This research is conducted to design and evaluate a proactive query injection detec-
tion system. The system is designed as a modular filter that functions as a binary text
classifier, with the task of intercepting and evaluating user queries before forwarding
them to a large language model (LLM).

3.1  System Architecture

The proposed system is based on a simple but efficient modular architecture consist-
ing of three key components:
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Input Module: Accepts a raw text query (prompt) from the user.

Processing Module (Query Analyzer): The core of the system that makes up the fine-
tuned BERT model. This module receives a tokenized query and performs a binary
classification of the sequence.

Output Module: Based on the output of the Analyzer, the module generates a clear
output: a binary label of 0 (Benign query), which is passed to LLM, or 1 (Malicious
query), which is blocked or flagged for further analysis.

3.2 Datasets used

For training and evaluation of the model, two publicly available datasets of different
scope and structure were used, in order to test the robustness and generalizability of the
model. This research will analyze datasets collected from the Kaggle and Hugging Face
platforms [15] [16].

Kaggle Dataset (Prompt Injection): Larger dataset containing 3,655 examples. The
data is categorized into different attack types, including role_play, privilege_escalation,
and ignore_instruction.

Hugging Face Dataset (deepset/prompt-injections [6]): A smaller, highly focused
dataset with 662 examples, precisely labeled for prompt injection detection.

Both sets are processed to use a binary label (0 for benign, 1 for malicious query).
3.3 Selection of Experimental Models

nlpaueb/bert-base-uncased-eurlex: A model trained on a large corpus of EU legal
texts, chosen for the assumption that it better understands complex and formal language
structures [17].

sentence-transformers/all-MiniLM-L6-v2: A popular and highly efficient smaller
model, optimized for generating semantic embeddings, which is ideal for classification.
[18]

avsolatorio/GIST-small-Embedding-v0: A newer small model designed for efficient
fine-tuning on classification tasks [19].

3.4  Fine-Tuning Process

The central part of the methodology is the fine-tuning process. The process was car-
ried out using the Hugging Face Transformers library and included the following steps:

Tokenization: Each text query from the dataset is tokenized using the appropriate
AutoTokenizer for each selected model.

Defining Hyperparameters: Experimented with key hyperparameters, including
maximum sequence length (max_length 64, 128, 256), number of epochs (epochs 3,
5), and batch size (batch_size 8, 16).
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Training: The AutoModelForSequenceClassification class was used, which
automatically adds a classification head (for binary classification) on top of the pre-
trained BERT model. The training process itself is automated using the Trainer API.

3.5  Evaluation Methodology

To evaluate the effectiveness of the system, standard metrics for classification were
applied: Precision, Recall, F1-Score, and Accuracy [3]. In addition to the standard eval-
uation on the validation set, two key generalization tests were conducted:

Cross-Testing: Models trained on the Kaggle dataset were tested on the Hugging
Face dataset, and vice versa.

Serbian Language Test: A small, manually translated Serbian language dataset was
created to test the multilingual robustness of the model.

4 Results and Discussion

The central part of the chapter is dedicated to the quantitative evaluation of the
performance of the developed BERT classifiers, where a comparative analysis of their
effectiveness is performed through standardized metrics (precision, recall, F1-score,
accuracy). The chapter ends with a critical discussion of the obtained findings, with
special reference to the interpretation of the key limitations of the system, primarily
the failure of generalization in cross-testing and on multilingual data.

4.1  Experimental Environment

All experiments were performed in the Python environment. Standard machine

learning libraries were used, including Hugging Face transformers for loading, fine-
tuning, and model evaluation, as well as the datasets library for efficient data processing
and tokenization.
The evaluation was carried out using standard classification metrics: Accuracy, Preci-
sion, Recall, and F1-Score. During fine-tuning, a range of key hyperparameters were
tested, including maximum sequence length (64, 128, 256), packet size (8, 16), and
number of epochs (3, 5), to find the optimal configuration for each model.

4.2 Model Performance Evaluation

The evaluation was conducted in three key steps to test not only the basic effective-
ness of the models, but also their ability to generalize to new data.

Model performance on data from the training domain. The first evaluation step
confirmed that all selected models (all-MiniLM-L6-v2, GIST-small, bert-base-un-
cased-eurlex) are capable of learning patterns from the dataset they are trained on.
When tested on a validation set originating from the same source as the training data,
the models achieved extremely high performance. The results of all combinations of

192



hyperparameters applied to different models and different datasets are shown in Tables
1 through 8. It is important to note that the results were achieved on a test dataset to
which the model did not have access during fine-tuning.

Table 1 Kaggle dataset | Hyperparameters: max_length:128, epochs:3, batch_size:8

Model Accuracy  Precision Recall F1 AUC

nlpaueb/bert-base-uncased-
eurlex
avsolatorio/GIST-small-
Embedding-v0
sentence-transformers/all-
MiniLM-L6-v2

0.9968 0.9969 0.9968 0.9968 0.9999

1.0 1.0 1.0 1.0 1.0

0.9937 0.9940 0.9937 0.9938 0.9997

Table 2 Kaggle dataset | Hyperparameters: max_length: 256 , epochs:3, batch_size:8

Model Accuracy  Precision Recall F1l AUC
nlpaueb/bert-base-uncased- 1.0 1.0 1.0 1.0 1.0
eurlex

avsolatorio/GIST-small- 1.0 1.0 1.0 1.0 1.0
Embedding-v0

sentence-transformers/all- 1.0 1.0 1.0 1.0 1.0
MiniLM-L6-v2

Table 3 Kaggle dataset | Hyperparameters: max_length: 128 , epochs: 5, batch_size: 16

Model Accuracy  Precision Recall F1l AUC
nlpaueb/bert-base-uncased- 0.9968 0.9969 0.9968 0.9968 1.0
eurlex

avsolatorio/GIST-small- 1.0 1.0 1.0 1.0 1.0
Embedding-v0

sentence-transformers/all- 0.9968 0.9969 0.9968 0.9968 1.0
MiniLM-L6-v2

Table 4 Kaggle dataset | Hyperparameters: max_length: 64 , epochs: 3 , batch_size: 8

Model Accuracy  Precision Recall F1 AUC
nlpaueb/bert-base-uncased- 1.0 1.0 1.0 1.0 1.0
eurlex

avsolatorio/GIST-small- 0.9968 0.9969 0.9968 0.9968 0.9999
Embedding-v0

sentence-transformers/all- 0.9968 0.9969 0.9968 0.9969 0.9999
MiniLM-L6-v2
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Table 5 Hugging Face | Hyperparameters: max_length: 128 , epochs: 3 , batch_size: 8

Model Accuracy  Precision Recall F1 AUC

zlﬁfe“)fb’be”'base'“”Cased' 009364 09422 09364 09349  0.9996

avsolatorio/GIST-small-
Embedding-v0
sentence-transformers/all-
MiniLM-L6-v2

0.9727 0.9739 0.9727 0.9725 0.9890

0.9636 0.9656 0.9636 0.9632 0.9968

Table 6 Hugging Face | Hyperparameters: max_length: 256 , epochs: 3 , batch_size: 8

Model Accuracy  Precision Recall F1l AUC
nlpaueb/bert-base-uncased- 0. 9545 0.9576 0.9545 0.9539 0.9844
eurlex

avsolatorio/GIST-small- 0.9727 0.9739 0.9727 0.9725 0.98 13
Embedding-v0

sentence-transformers/all- 0.9545 0.9576 0.9545 0.9539 1.00
MiniLM-L6-v2

Table 7 Hugging Face | Hyperparameters: max_length: 128 , epochs: 5, batch_size: 16

Model Accuracy  Precision Recall F1l AUC
nlpaueb/bert-base-uncased- 0. 9636 0.9639 0.9636 0.9634 0.9986
eurlex

avsolatorio/GIST-small- 0.9636 0.9656 0.9636 0.9632 0.9604
Embedding-v0

sentence-transformers/all- 0.9455 0.9498 0.9455 0.9444 0.9632
MiniLM-L6-v2

Table 8 Hugging Face | Hyperparameters: max_length: 64 , epochs: 3 , batch_size: 8

Model Accuracy  Precision Recall F1 AUC
nlpaueb/bert-base-uncased- 0. 9636 0.9656 0.9636 0.9632 0.9859
eurlex

avsolatorio/GIST-small- 0.9727 0.9739 0.9727 0.9725 0.9806
Embedding-v0

sentence-transformers/all- 0.9636 0.9656 0.9636 0.9632 0.9919
MiniLM-L6-v2

The tested BERT architectures, including smaller models, demonstrate a remarkable
capacity to learn and accurately classify query injection patterns when the training and
test data are homogeneous. Accuracy and F1-score metrics consistently exceeded 95%
in optimized configurations, and often approached values of 99%. These results con-
firm that the models are capable of successfully solving the binary classification task.
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However, the fact that a different model was optimal for each of the two datasets (all-
MiniLM for Kaggle, GIST-small for Hugging Face) suggests that the models do not
learn a generalized concept of attacks, but adapt to the specific linguistic features and
types of attacks present in the individual training set.

The metrics calculated in the text above show the statistical results of all used mod-
els, but in addition, it is necessary to analyze the behavior of the models over specific,
manually created scenarios to obtain practical verification of the performance of finely
tuned models. This checks the response of the models to various types of attacks.

A set of test cases was created consisting of two lists: the first one consists of exam-
ples of different types of jailbreak queries, while the second one consists of harmless
queries. This verifies the accuracy of the model and its resistance to false positive que-
ries.

Although all models with all combinations of hyperparameters were tested on these
hand-built examples, Table 9 only shows the qualitative results of those models that
perform best in the predefined tables

Table 9 Results of the best performing models

Successfully — Successfully

i Hyper
Table The best performing Dataset ype detfac.ted dete?ted
model parameters malicious benign
queries queries

avsolatorio/GIST-small-

Table 1 Embedding-v0 Kaggle 128 3 8 6/9 717
nlpaueb/bert-base-
uncased-eurle x
avsolatorio/GIST-small-
Table 3 Embedding-v0 Kaggle 128 5 16 6/9 717

nlpaueb/bert-base-

Table 2 Kaggle 256_3 8 5/9 717

Table 4 Kaggle 64 3 8 7/9 717
uncased-eurle x
avsolatorio/GIST-small-  Hugging
Table 5 Embedding-v0 Face 128 3.8 9/9 5/7
avsolatorio/GIST-small-  Hugging
Table 6 Embedding-v0 Face 256 _3 8 9/9 417
Table 7 nlpaueb/bert-base- Hugging 128 5 16 9/9 A7
uncased-eurlex Face -
avsolatorio/GIST-small-  Hugging
Table 8 Embedding-v0 Face 64 3 8 9/9 417

The results in Table 11 show that the models have high metric values, but potentially
have problems when applied to the Kaggle dataset. The models in the previous tables
achieved almost perfect results, but on independently created examples, the models
show an average ability to detect various attacks. In contrast to this dataset, the models
trained on the Hugging Face showed much better results when it comes to detecting
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malicious queries. However, although they effectively detect malicious queries and
generalize well, the models become sensitive to harmless queries, and even sometimes
classify them as attacks.

Generalization analysis: A multilingual evaluation. To analyze how well the
models are able to generalize their knowledge to languages other than English, an ad-
ditional test was conducted on a dataset in Serbian. This experiment is crucial for un-
derstanding the limitations of existing language models (if any). For the purposes of
this test, the malignant_srp.xslx dataset will be used. It was created by machine trans-
lation (using Microsoft Bing tools) of the original Hugging Face dataset from English
to Serbian. A sample of 50% of the data was randomly selected from the translated
dataset. Tables 10, 11, and 12 show comparative performance results of all models
when testing their generalization power on the Serbian language dataset

Table 10 Results of the nlpaueb/bert-base-uncased-eurlex model on the Serbian language

dataset
Hyperparameters Results ( Hugging Face ) Results ( Kaggle)
128 3 8 Accuracy: 0. 3049 Accuracy: 0. 9845
Precision: 0.1 238 Precision: 0. 9
Recall: 1.0 Recall: 0.9474
AUC: 0.8913 AUC: 0.9958
256 3 8 Accuracy: 0. 4264 Accuracy: 0. 9742
Precision: 0. 1462 Precision: 0. 811
Recall: 1.0 Recall: 0.9605
AUC: 0.9644 AUC: 0.9962
128 5 16 Accuracy: 0.2 610 Accuracy: 0. 9483
Precision: 0. 1173 Precision: 0. 9737
Recall: 1.0 Recall: 0.4868
AUC: 0.9749 AUC: 0.9954
64 3 8 Accuracy: 0.2765 Accuracy: 0. 9587
Precision: 0.1195 Precision: 0. 7115
Recall: 1.0 Recall: 0.9737
AUC: 0.9690 AUC: 0.9946
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Table 11 Results of the avsolatorio/GIST-small-Embedding-v0 model on the Serbian lan-

guage dataset

Hyperparameters Results ( Hugging Face ) Results ( Kaggle)
128 3 8 Accuracy: 0.2842 Accuracy: 0. 98 71
Accuracy: 0.1 2 06 Accuracy: 0.9 024
Recall: 1.0 Recall: 0.9 737
AUC: 0. 7752 AUC: 0.99 69
256 3 8 Accuracy: 0.2829 Accuracy: 0. 9 587
Accuracy: 0. 1 204 Precision: 0.7075
Recall: 1.0 Recall: 0. 9868
AUC: 0. 7545 AUC: 0.99 78
128 5 16 Accuracy: 0.5078 Accuracy: 0. 9 638
Precision: 0.1663 Precision: 0.7353
Recall: 1.0 Recall: 0. 9868
AUC: 0.9 249 AUC: 0. 9977
64 3 8 Accuracy: 0.4238 Accuracy: 0. 9 599

Precision: 0.1456
Recall: 1.0
AUC: 0. 8961

Precision: 0.7143
Recall: 0. 9868
AUC: 0. 9959

Table 12 Results of the sentence-transformers/all-MiniLM-L6-v2 model on the Serbian lan-

guage dataset

Hyperparameters Results ( Hugging Face ) Results ( Kaggle )
128 3 8 Accuracy: 0.3411 Accuracy: 0.9587
Precision: 0.1297 Precision: 0.7075

Recall: 1.0 Recall: 0. 9868

AUC: 0. 9014 AUC: 0. 9927
256 3 8 Accuracy: 0.3256 Accuracy: 0.9625
Precision: 0.1271 Precision: 0.7282

Recall: 1.0 Recall: 0. 9868

AUC: 0. 9149 AUC: 0. 9944
128 5 16 Accuracy: 0.3708 Accuracy: 0.9574
Precision: 0.1350 Precision: 0.7009

Recall: 1.0 Recall: 0. 9868

AUC: 0. 9334 AUC: 0. 9929
64 3 8 Accuracy: 0.3204 Accuracy: 0.9134

Precision: 0.1262
Recall: 1.0
AUC: 0. 9333

Precision: 0.5315
Recall: 1.0
AUC: 0.9 878

Models trained exclusively in English are unable to perform semantic analysis or
reliably distinguish benign from malicious queries in the Serbian language. Rather than
understanding the actual intent of the query, the models seem to automatically treat
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unfamiliar linguistic structure as an anomaly and classify it as a threat by default. This
further confirms the key finding that the models did not learn a language-agnostic, ab-
stract concept of attack, but were strictly limited to the linguistic patterns of English
they saw during training.

Finally, another analysis was conducted to examine the robustness of the models and
their generalization ability, but so that the models trained on Kaggle dataset tested on
Hugging Face set and vice versa. Another reason for this analysis is to determine
whether and to what extent the models are overtrained on the specific data distribution
of their training set. The results of this cross-validation of the models are shown in
Table 13 and Table 14, which show the models with the combination of hyperparame-
ters max_length =128, epochs =3, batch_size =8 .

Table 13 Performance of models trained on Hugging Face data and tested on Kaggle data

Model Accuracy  Precision Recall F1 AUC
nlpaueb/bert-base-uncased- 0.7173 0.3080 1.0 0.4710 0.9908
eurlex

avsolatorio/GIST-small- 0.7830 0.3672 1.0 0.5371 0.9765
Embedding-v0

sentence-transformers/all- 0.6116 0.2448 1.0 0.3933 0.9567
MiniLM-L6-v2

Table 14 Performance of models trained on Kaggle data and tested on Hugging Face data

Model Accuracy  Precision Recall F1l AUC
nlpaueb/bert-base-uncased- 0. 6648 1.0 0.0985 0.1794 0.7591
eurlex

avsolatorio/GIST-small- 0. 6648 0.9167 0.1084 0.1938 0.6234
Embedding-v0

sentence-transformers/all- 0.7216 0.8148 0.3251 0.4648 0.6559
MiniLM-L6-v2

The cross-test results (detailed in Tables 13 and 14) reveal a key finding. The models
demonstrate high precision, which indicates that the number of false positive alarms
(false alarms) was negligible. When the model detected an attack, it was almost always
right.

However, this finding is in sharp contrast to the extremely low recall. The results
show that the models miss the vast majority of real attacks, in some cases close to 90%.

This confirms the conclusion reached in the test with the Serbian language: the mod-
els failed to learn and generalize the abstract concept of attack. Instead, they overfitted
and learned to recognize specific linguistic patterns and keywords present exclusively
in their training set, while missing all new and unprecedented attack variants.

Therefore, the results clearly indicate that no single dataset is sufficient for training.
Building a robust query injection detection system requires training on significantly
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more voluminous and linguistically diverse data, covering a wider range of both explicit
and more subtle, paraphrased attacks.

5 Conclusion

This paper presented a modular and efficient system for proactive cybersecurity,
specifically designed for the detection of prompt injection attacks with a high degree of
accuracy. We have addressed a critical security vulnerability of large language models
(LLMs) arising from their susceptibility to manipulative inputs. The core of our system
is a multi-stage pipeline that combines advanced, fine-tuned BERT classifiers (like all-
MiniLM-L6-v2 and GIST-small), pre-trained on large public datasets (Kaggle and
Hugging Face), with a robust binary classification module.

The primary innovation of this research is the focus on attack detection as an exter-
nal, proactive line of defense, rather than relying on the internal security of the LLM
itself. Performance evaluation demonstrated a key finding: although the system
achieves extremely high accuracy (often >95%) on data originating from the same do-
main as the training data, its main limitation is poor generalization ability.

Our research quantitatively proved a drastic drop in performance (especially low
Recall of ~10-15%) when cross-testing on different datasets, as well as a complete fail-
ure on multilingual (Serbian) data. This proves that the models did not learn the abstract
concept of attack, but over-adapted to specific linguistic patterns. With measured high
precision (very low false positives) but critically low Recall (high false negatives), this
system provides a practical and robust basis for understanding the limitations of simple
classifiers and lays the groundwork for future improvements.

Future work must include training on significantly larger and more linguistically di-
verse datasets to improve generalization, as well as investigating the effectiveness of
models specifically trained for the cybersecurity domain, such as SecBERT or Cyber-
BERT.
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