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Abstract. Cloud Computing is becoming a key technology in modern IT envi-
ronments; however, many organizations continue to face numerous challenges in
ensuring the security and reliability of their e-mail systems. The goal of this paper
is to present the enhancement of cloud infrastructure through the implementation
of Mailcow and pfSense platforms, emphasizing security, reliability, stability,
and efficiency of e-mail systems. The implementation was carried out in a virtual
environment using the VMware Type 2 hypervisor. The Docker Mailcow server
was deployed on an Ubuntu 18.04 operating system, while the pfSense software
was configured as a firewall solution for network traffic control and virtual infra-
structure protection. All virtual machines within the virtual environment were
connected to pfSense, enabling centralized management, filtering, and monitor-
ing of network operations. The results demonstrated that the combination of
Mailcow and pfSense platforms improved performance, stability, and security of
the e-mail system, while simplifying user privilege and access management. This
research may serve as a practical model for educational and business organiza-
tions aiming to enhance their e-mail and network systems through the use of
open-source technologies in cloud environments.

Keywords: Cloud Computing, Mailcow, PfSense, e-mail server, security, virtu-
alization.

1 Introduction

An increasing number of organizations, regardless of their size, rely on electronic mail
(e-mail) as a primary channel of communication. Efficient and reliable e-mail commu-
nication is crucial for business processes and success in the modern world. However,
managing e-mail can be challenging, especially in environments with many users, com-
plex configurations, and high security requirements.

This is where the Docker Mailcow server [1] stands out — a powerful mail manage-
ment tool providing a comprehensive solution for creating, configuring, and
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maintaining electronic mail servers. Docker Mailcow enables organizations and indi-
viduals to manage their mail systems efficiently, ensuring secure and reliable commu-
nication. Additionally, this paper includes the implementation of the pfSense software
[2], an open-source firewall solution that allows for network traffic control, filtering,
and monitoring, thereby providing an additional level of infrastructure protection.

By combining these platforms, it is possible to build a reliable, stable, and secure e-
mail system within a cloud environment, without relying on commercial services.

The goal of this paper is to present the process of implementing the Mailcow and
pfSense platforms in a virtual VMware environment [3], and to analyze their efficiency
in terms of security, stability, and performance. The testing results indicate that it is
possible to build a scalable and secure system applicable to both educational and busi-
ness environments.

The structure of the paper is organized as follows: Section two presents the theoret-
ical background of cloud computing technology, including service types, deployment
models, and key implementation challenges. Section three describes the pfSense fire-
wall/router software, while Section four focuses on the Mailcow server. Section five
provides a detailed explanation of the implementation of ESXi [4], Mailcow, and
pfSense solutions in a VMware environment. Section six discusses the results and per-
formance analysis of the implemented solution, followed by conclusions in Section
seven.

2 Cloud Computing

2.1  Introduction of Cloud Computing

Cloud Computing represents a model for delivering computing services over the Inter-
net, including infrastructure, databases, software, and data storage. Through this model,
companies do not own their IT infrastructure or systems but instead access the neces-
sary resources via the Internet [5].

Cloud computing offers agility, flexibility, and scalability. By adopting this model,
companies reduce operational and maintenance costs while enabling faster and more
flexible resource allocation and scaling compared to traditional infrastructure [5].

2.2 Types of Cloud Computing

As cloud computing continues to evolve, several deployment models have emerged.
There are four primary types, each requiring its own specific security practices [5]:

1. Public Cloud: A model in which the network, storage, and computing in-
frastructure are owned by the cloud provider and services are delivered via
the Internet. Users do not need to maintain their own data centers, which is
particularly advantageous for startups and growing companies. Multiple us-
ers share the same infrastructure, while the provider ensures data security
and isolation. Public clouds are the most cost-effective model due to large-
scale resource sharing [5].
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2.3

Private Cloud: Used exclusively by one organization and operated on ded-
icated servers and infrastructure. It can be hosted in a provider’s data center
or on the client’s premises. Although more expensive and less flexible than
public clouds, it offers the highest level of security and control — typically
used by government institutions [5].

Hybrid Cloud: A combination of public and private clouds used by one or-
ganization. Sensitive applications are hosted on a private cloud for better
control, while less critical workloads run on a public cloud. This model
provides flexibility and enables gradual migration to the cloud [5].
Multicloud: The use of two or more cloud service providers. This approach
allows organizations to leverage the strengths of each provider while reduc-
ing dependency on a single vendor. It often results from company mergers
or diverse technology initiatives. With interoperability, applications can
communicate between multiple clouds and on-premises data centers [5].

Types of Cloud Computing services

Within the field of cloud computing, three distinct service models are recognized, and
users may combine multiple services, either from a single provider or across several
different providers, depending on their specific requirements [5]:

1.

24

Software as a Service (SaaS): A model in which cloud providers develop, host,
and maintain software applications that users access online without local in-
stallation. The provider manages technical aspects such as security, updates,
and data storage. The pricing model typically follows a “pay-as-you-go” prin-
ciple, reducing the need for license purchases. SaaS benefits include quick
availability, automatic updates, and lower costs [5].

Platform as a Service (PaaS): A model where the provider offers a complete
platform for developing, testing, and running applications, including neces-
sary tools, databases, and infrastructure. Developers focus solely on building
and managing applications, while the provider maintains servers, networks,
and security. PaaS often integrates with Al, 10T, analytics, and databases, en-
abling advanced functionality and faster development [5].

Infrastructure as a Service (1aaS): A model where the provider supplies com-
plete infrastructure — servers, storage, and networking — while users manage
operating systems and applications. Billing is based on actual resource usage,
such as CPU, RAM, and storage, optimizing cost efficiency. laaS is ideal for
organizations migrating existing data centers to the cloud due to its flexibility
and scalability [5].

Advantages of Cloud Computing

In the modern era, due to rapid technological advancements and the exponential growth
of data, traditional data centers and server rooms have become insufficient, lacking the
agility and flexibility required to meet contemporary business needs. This is precisely
where cloud computing proves its value, offering numerous advantages [5].
Advantages of cloud computing compared to traditional IT systems: [5]
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Lower costs — pay per resource usage.

Speed — resources are provisioned within hours rather than months.
Global scalability — easy expansion through worldwide data centers.
Higher productivity — less maintenance time, more focus on development.
Better performance — improved efficiency and responsiveness.
Optimization — cloud applications outperform traditional software.
Reliability — fault-tolerant, scalable, and highly available systems.

Noo,~wdE

2.5 Challenges in Cloud Computing

Despite its benefits, cloud computing presents challenges requiring careful manage-
ment and planning.

The most significant is security and compliance, as data protection is a shared re-
sponsibility between the provider and the organization. Companies must control data
access, prevent leaks, and comply with data protection regulations [5].

Another challenge is cost management — while cloud solutions lower capital ex-
penses, poor resource management may lead to unexpectedly high costs. Continuous
monitoring and optimization are essential [5].

Lack of expertise is also a growing concern, as rapid technology evolution demands
highly skilled professionals capable of managing complex cloud architectures [5].

Multicloud data management adds complexity when organizations use multiple
cloud platforms, making interoperability and data integration critical [5].

Finally, portability remains important — organizations should avoid vendor lock-in
and embrace containerized, cloud-native technologies for easy migration between en-
vironments [5].

In addition to the previously mentioned challenges, there are further issues such as
the migration of legacy systems, variations in service offerings across different cloud
regions, and the need for a deeper understanding of each individual provider’s services
and models. All these factors require a strategic approach, continuous education, and
the application of best practices in cloud infrastructure management [5].

3 PfSesne firewall/router software

PfSense is a free, open-source firewall and router software based on the FreeBSD op-
erating system. It is known for its flexibility and provides advanced network traffic
control through custom rules. Although pfSense is accessible due to its open-source
model and is often used in small and medium-sized environments where cost-effective-
ness is important, it is also widely adopted by large enterprises. Its reputation as a reli-
able open-source network security solution has earned strong trust among organizations
worldwide.

A key feature of pfSense is scalability and compatibility across various hardware
and cloud platforms. PfSense has an active community and forum support, while com-
mercial support is available through Netgate and its partners, who provide extensive,
continuously updated documentation [6].
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The main features of pfSense include: Stateful Packet Inspection (SPI) firewall, Net-
work Address Translation (NAT), VPN server (OpenVPN, IPsec), IDS/IPS support
(Snort, Suricata), detailed traffic logging, and visual traffic reports.

In cloud environments, pfSense is often used as a gateway providing inbound and
outbound traffic control, as well as network segmentation (e.g., LAN zone isolation).

4 Mailcow server

Mailcow is an open-source server solution with its own license and usage policies [7].
It represents a comprehensive system for e-mail implementation and management, in-
cluding modern security mechanisms such as spam protection, antivirus filtering, cal-
endar and contact synchronization, and shared resources [8].

Its intuitive interface and active user community contribute to ease of use, configu-
ration of advanced functions, setup of security features, and faster issue resolution [9].
Mailcow is scalable and suitable for complex environments with many users, and reg-
ular updates by the development team further enhance its stability and security [8].

Mailcow provides a complete e-mail infrastructure with advanced security mecha-
nisms: SPF, DKIM, and DMARC authentication, TLS/SSL encryption, spam and mal-
ware filtering, and two-factor authentication for user accounts.

Mailcow represents a modern alternative to commercial e-mail systems, offering
complete data control within a self-hosted cloud environment.

5 Implementation of selected technologies

Due to the limited availability of hardware resources on the physical computer, the
implementation of the entire system was carried out using nested virtualization. On the
physical machine running the Windows 11 operating system [10], a type two hypervisor
— VMware Workstation 17.0 [3] — was installed, enabling the creation and manage-
ment of multiple virtual machines within a single physical system. This approach pro-
vided a layered and functional environment for demonstrating and testing network and
e-mail services, as well as security mechanisms, without the need for additional physi-
cal resources.

Within the VMware Workstation environment, a virtual structure consisting of three
main virtual machines was created, encompassing several layers. On one of these vir-
tual machines, the VMware ESXi 8.0.1 [4] type one hypervisor was installed. For
demonstration purposes, two additional virtual machines were deployed on ESXi —
one running Windows 10 [11] and the other running Linux Ubuntu 18.04 [12] — be-
tween which communication was established through the Mailcow server [1].

In addition, a separate virtual machine running the Ubuntu 18.04 operating system
was created, on which the Docker Mailcow server was implemented. This server acts
as the central e-mail server, enabling message exchange between users and serving as
a platform for testing various security mechanisms. The Mailcow server uses Docker
container-based virtualization, providing numerous advantages for the organization.
The e-mail server is implemented as a set of Docker containers, allowing for better
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utilization of hardware resources and increased system scalability. Docker containers
are lightweight, quickly instantiated, and easily scalable based on system requirements,
providing flexibility in adding or removing containers without interrupting system op-
eration.

The Docker Mailcow server includes a wide range of advanced functionalities. It
also incorporates built-in mechanisms for filtering and blocking spam messages, which
reduces system load. Security is further enhanced through integrated SSL/TLS encryp-
tion support.

The Docker Mailcow server also contributes to improving overall system security.
Docker containers provide isolation between containers and the host system, preventing
potential attacks and damage to the system. Containers also simplify the process of
managing and maintaining security updates, as they can be individually upgraded and
tested.

The third virtual machine within the VMware environment was designated for the
installation of pfSense 2.7.2 [2] firewall/router software, which serves as the central
security component of the system — functioning as the primary firewall. All other ma-
chines in the network are connected to this virtual machine, through which Internet
access is controlled (i.e., all outbound network traffic to the Internet passes through
pfSense). Such an architecture enables an additional layer of security through central-
ized access control and allows for more efficient monitoring and filtering of network
threats.

In the schematic representation shown in Figure 1, the rectangles illustrate different
layers and components of the virtual infrastructure. The largest rectangle represents the
physical machine, which serves as the base layer of the infrastructure. Inside it is the
frame labeled as the type two hypervisor — VMware 17.0 — encompassing all virtual
machines used in this study. Within this framework, the left section depicts the ESXi
hypervisor and its two internal virtual machines — Windows 10 and Ubuntu 18.04. The
central section represents the Mail Server running Ubuntu 18.04 with the Docker Mail-
cow system installed, while the right section illustrates the pfSense virtual machine
functioning as a protective and primary network gateway.

The implementation of the Docker Mailcow server and pfSense firewall combination
provides the organization with a modern and efficient solution for e-mail communica-
tion and network security. This architecture reduces operational costs, increases flexi-
bility and scalability, and enhances the overall security of network communications.
Through centralized network access management and advanced traffic filtering options,
the organization achieves a stable and secure IT environment. This optimization allows
resources to be focused on core business activities.

Figure 1 illustrates the architecture of the described solution, depicting the nested
structure of virtual machines, their interconnections, and the role distribution within the
VMware environment.

152



Fizicka magina - Windows 11
Hipervizor tipa 2 - VMWare 17.0

Hipervizor tipa 1 - VMWare ESXi 8.0.1 Ubuntu 18.04 - Mail Server PfSense 2.7.2

16GB RAM, 4 core, 500GB HDD 6GB RAM, 2 core, 50GB HDD 2GB RAM, 2 core, 60GB HDD

Username: root, password: Doktor 123451 Username: Ksenija Zrnic, password: Doktor123 Username: admin, password: Doktor123
1P adresa: 192.168.110.201 IP adresa: 192.168.110.202 1P adresa: 192.168.110.1

Windows 10 I MailCow I
4GB RAM, 2 core, 40GB HDD
Username: Ksenija Zrnic, password: Doktor123!
P adresa: 192.168.110.205

Ubuntu 18.04

4GB RAM, 2 core, 40GB HDD

Username: Marko Zrnic, password: Doktor123
IP adresa: 192.168.110.204

Fig. 1. System architecture diagram

5.1 Implementation of the pfSense software

Within the proposed system, pfSense 2.7.2 [2] was installed and configured in the
VMware [3] virtual environment, serving as the central security layer responsible for
network traffic control.

PfSense was installed on a dedicated virtual machine with two network interfaces —
WAN (NAT network) and LAN (host-only network). This setup enables separation be-
tween the internal and external networks, achieving higher levels of isolation and secu-
rity. The host-only network connects pfSense with other machines (ESXi, Mailcow),
while the NAT network provides WAN access.

After installation, the default LAN IP address was modified, and initial configuration
was completed via the web interface, allowing centralized management of firewall rules
and access control. Integrating pfSense into the system provided centralized traffic
management, protection against unauthorized access, and filtering of data based on pro-
tocols and ports.

PfSense ensured stable and secure communication between the Mailcow server [1],
ESXi hypervisor [4], and client machines, significantly improving the reliability and
security of the virtual infrastructure.

5.2  Implementation of the Mailcow server

In the VMware [3] environment, a virtual machine named MailServer was created using
the Linux Ubuntu 18.04 [12] operating system, where the Docker Mailcow server [1]
was installed and configured.

This solution was chosen due to its simplicity, modularity, and high component iso-
lation achieved through Docker containers. The MailServer machine was connected to
the pfSense firewall [2], which provides network traffic control and access protection.

During initial configuration, hostname, FQDN, and static IP address were defined,
ensuring stable and predictable communication. After installing Docker and Docker
Compose, the Mailcow Dockerized package was downloaded and launched, containing
all necessary services such as Postfix, Dovecot, Rspamd, MariaDB, Redis, and Nginx.
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Each service runs in a separate container, simplifying maintenance, isolating resources,
and enabling updates of individual components without affecting the entire system.

After installation, Mailcow was configured through a web interface. Domains and
mailboxes were created, and internal communication between accounts was tested suc-
cessfully. For additional protection, two-factor authentication (2FA) was enabled using
Google Authenticator [13], ensuring a higher level of administrative and user security.

Integrating Docker Mailcow into this environment provided centralized user and do-
main management, enhanced communication security, scalability, reduced administra-
tive costs, and simplified maintenance.

Such an implementation represents a reliable and flexible solution for managing
electronic mail within a virtualized infrastructure, ensuring a high level of security, sta-
bility, and administrative control.

5.3  Implementation of the ESXi hypervisor

Within the VMware [3] environment, VMware ESXi 8.0.1 [4] type one hypervisor was
installed and configured as the foundation for managing and running multiple virtual
machines. ESXi was chosen for its reliability, efficient resource isolation, and central-
ized management capabilities.

The hypervisor was deployed within VMware Workstation, with allocated CPU,
memory, disk, and network adapters enabling connectivity with pfSense [2] and Mail-
cow [1]. After setup, the ESXi Host Client was accessed via a web interface for system
management.

Inside ESXi, two virtual machines were created — Windows 10 [11] and Linux Ub-
untu 18.04 [12] — used for demonstrating e-mail communication via Mailcow. Each
user was assigned specific privileges: Ksenija accessed the Windows machine, Marko
the Linux one, while the administrator managed both.

After configuring DNS parameters, successful bidirectional communication between
accounts marko@mailing.com and ksenija@mailing.com confirmed the system’s full
functionality.

The implementation of VMware ESXi enabled centralized management, user privi-
lege segmentation, and the efficient simulation of enterprise-level e-mail and network
systems. This architecture establishes a stable foundation for the development, testing,
and enhancement of cloud and security solutions within corporate environments.

6 Results of the implementation of pfSense and Mailcow
technologies

By implementing the proposed solution, which includes the Docker Mailcow server
[1], VMware ESXi hypervisor [4], and pfSense firewall [2], a stable, efficient, and se-
cure information system was achieved. The realization was carried out within the
VMware environment [3], where virtual machines with different operating systems
were created, while pfSense enabled centralized control of network traffic and provided
an additional layer of protection.
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6.1  Results achieved through the implementation of the ESXi hypervisor

The use of the VMware ESXi hypervisor [4] demonstrated significant advantages in
the areas of virtualization and resource management.
Advantages of the VMware ESXi hypervisor:

1.

Efficient virtualization: The ESXi hypervisor enables isolation and re-
source sharing on a physical server between multiple virtual machines. This
means that several operating systems and applications can run on a single
physical server without requiring dedicated hardware for each machine.
This leads to more efficient utilization of hardware resources.

High reliability: The ESXi hypervisor is known for its high reliability. It is
less prone to errors and security vulnerabilities. It also has the ability to
perform critical tasks without the need for rebooting, which reduces down-
time and increases availability.

Resource management: The ESXi hypervisor allows flexible resource man-
agement. It is possible to adjust the allocation of processors, memory, stor-
age space, and network resources for each virtual machine according to
needs. This enables optimal resource utilization, higher scalability, and bet-
ter performance.

Centralized system management: The ESXi hypervisor can be integrated
with centralized management systems such as VMware vCenter Server.
This allows centralized management of virtual machines, access to man-
agement consoles, performance monitoring, high availability, machine mi-
gration, and more. Centralized management simplifies administration and
increases efficiency.

Security and isolation: The ESXi hypervisor provides a high level of secu-
rity and isolation between virtual machines. Each virtual machine is iso-
lated from others, preventing issues on one from affecting the rest. It is also
possible to apply security policies and access controls at the level of virtual
machines and resources.

Support for various operating systems: The ESXi hypervisor supports a
wide range of operating systems, including Windows, Linux, and others.
This allows different applications and operating systems to run on the same
server without conflict.

6.2  Results achieved through the implementation of the Mailcow server

The implementation of the Docker Mailcow server [1] contributed to greater security
and reliability in electronic mail exchange.
Advantages of the Docker Mailcow server:

1.

Simple installation and management: Docker Mailcow simplifies the instal-
lation and configuration of an e-mail server. All required components are
packaged within Docker containers, which eliminates the need for manual
configuration of individual infrastructure components. Docker Mailcow
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also provides simple command-line tools and utilities for managing the
Sserver.

Containerization: Docker Mailcow uses Docker containers to isolate and
manage different components of the e-mail server. Containers ensure that
each component has its own separate environment and dedicated resources,
preventing potential interference between them. This makes the server sta-
ble and reliable, allowing for easy updates and scalability of individual
parts of the infrastructure.

Flexibility and scalability: Docker Mailcow enables easy scalability of the
e-mail server. Docker containers can be added or removed depending on
resource needs. This allows for efficient load management and adaptation
to changing organizational requirements.

Security: Docker Mailcow has built-in security features that help protect
the e-mail server from attacks and malicious activities. Docker containers
provide isolation between components, reducing the risk of spreading in-
fections or attacks to other parts of the system. Additionally, Docker Mail-
cow offers tools for configuring and enforcing security policies, as well as
mechanisms for protection against spam and malicious e-mails.
Automation and resource management: Docker Mailcow supports automa-
tion, allowing automated processes such as deployment, scaling, updating,
and monitoring of the e-mail server. It also facilitates easy management of
resources such as CPU, memory, and storage space across different con-
tainers.

Community and support: Docker Mailcow has an active user community
and support network. Extensive documentation, guides, and resources are
available to assist with setup and management of the e-mail server. The
community also provides troubleshooting support and problem resolution
through forums and communication channels.

6.3  Results achieved through the implementation of the pfSense software

The implementation of the pfSense software [2] as the central firewall significantly
increases the level of network security and simplifies traffic management.
Advantages of the pfSense firewall/router server:

1.

Enhanced network security: The implementation of pfSense firewall soft-
ware considerably strengthens the security of the network infrastructure.
pfSense provides advanced functionality with the ability to define detailed
rules for each network segment. All traffic between the internal network
and the Internet passes through pfSense, which blocks unauthorized access
attempts and potentially harmful packets. This centralized approach to se-
curity reduces the risk of system intrusion and enhances the protection of
business data.

Network traffic filtering: PfSense allows precise filtering of network traffic
based on various criteria (IP address, port, protocol, domain, and others).
In this way, both security and productivity are improved — by blocking
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potentially malicious or phishing websites and by limiting employee access
to social networks and other non-productive content during working hours.
Protection against network attacks: PfSense includes tools for defending
against various types of Internet-based attacks. In addition to basic firewall
filtering, it supports the integration of IDS/IPS systems (such as Snort or
Suricata), which can be installed as additional packages within pfSense to
detect and prevent intrusions. Furthermore, pfSense offers features such as
rate limiting and protection against DoS/DDoS attacks at lower network
levels. All suspicious activity is recorded in log files, allowing administra-
tors to monitor events in real time and react promptly (for example, by up-
dating rules to block specific IP addresses or address ranges).

Centralized management and network resources: The introduction of
pfSense improved overall control of network traffic and simplified network
administration. PfSense provides an intuitive web interface for configuring
all aspects of the network — from DHCP and DNS services to VLAN cre-
ation and access control rules. Administrators can manage network re-
sources from a single point of control. This greatly simplifies supervision
— every service within the virtual infrastructure (Mailcow, as well as vir-
tual machines hosted on ESXi) now communicates with the external net-
work exclusively through pfSense, where parameters such as bandwidth,
priorities (QoS), and time-based rule schedules can be precisely configured.
This approach ensures optimal utilization of network resources and band-
width, while maintaining a high level of security.

6.4  Results of the business solution implementation

Performance of the implemented business solution:

1.

Resource efficiency: The use of Docker containers and virtual machines on
the ESXi hypervisor [4] enables better utilization of hardware resources.
Containers and virtual machines can be optimized for performance and
flexibly distributed across available resources, resulting in more efficient
use of hardware capacity.

Scalability: The Docker Mailcow server [1] and ESXi hypervisor support
system scalability. It is possible to easily add or remove containers and vir-
tual machines as needed, adapting to changes in e-mail demand. This allows
for rapid adjustment to business growth or fluctuations in the number of
users, without the need for large investments in new hardware.

Reduction of operational costs: The combined use of the Docker Mailcow
server and virtual machines on the ESXi hypervisor contributes to reducing
operational costs. Maintaining physical servers requires more resources,
time, and financial investment, while virtual machines and containers offer
greater cost-efficiency and simplified management.

Increased reliability and security: Docker containers and virtual machines
enable application isolation, which enhances overall system reliability.
Problems or incidents within one container or virtual machine do not affect
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other parts of the system. In addition, Mailcow has built-in e-mail protec-
tion mechanisms and security standards that contribute to greater safety.
The integration of the pfSense firewall [2] adds an additional layer of net-
work defense, significantly reducing the risk of intrusion or unauthorized
access to sensitive data. The combination of an isolated mail server and a
robust firewall guarantees high operational reliability (the system remains
functional even in the event of individual component failures) and multi-
layered protection.

5. Improved scalability and agility: The transition to a Docker Mailcow server
and virtual machines enables faster and easier adaptation to changes in the
business environment. The system’s capacity can be expanded or reconfig-
ured without physical intervention or hardware modification.
Moreover, centralized network management through pfSense allows instant
modification of security rules or network configurations as required by
business operations.

7 Conclusion

This paper presents the implementation of the Docker Mailcow server [1] and pfSense
firewall [2] within a VMware virtual environment [3] as a cost-effective, efficient, and
reliable solution for improving e-mail systems and network security.

The installation and configuration of the pfSense firewall/router software enabled
centralized management of network traffic and enhanced overall system security. By
configuring WAN and LAN interfaces, defining access control rules, and activating
filters to block unwanted content, a stable foundation was created for the secure opera-
tion of the Mailcow server. This integration provides complete control over network
flows and an additional layer of protection against potential threats.

The implementation of the Docker Mailcow server facilitated efficient management,
simplified installation and administration, easier scalability, and faster service updates.
The use of Docker containers within the virtualized VMware environment enabled
more flexible resource management and more efficient utilization of hardware capacity.

The results of the analysis indicate that the proposed solution has proven to be a
practical model for building a modern and scalable IT system that ensures reliable com-
munication, simplified administration, and a high level of security. Due to its modern
and adaptable structure, this solution provides a foundation for further development and
integration of additional services in line with the organization’s growth and evolving
needs.

The proposed model can serve as a best-practice example for other organizations
seeking to modernize their IT systems, particularly in educational and business envi-
ronments where security, reliability, and cost-efficiency are critical factors. Future re-
search may focus on implementing automated monitoring and management, integrating
with large-scale cloud infrastructures, and applying real-time anomaly detection sys-
tems.
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