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Abstract: These days we are facing with expansion of off the shelf IoT solutions for SM@RT HOME. Recently, concept 

of SM@RT HOME has evolved from simple, separated, products for home automation into complex IoT systems for home 

monitoring, automation and security. Unfortunately, this rapid expansion was not followed by proper set of standards, 

especially in field of security and protection of system per se.   

This paper will take into consideration, and addressed some problems and open issues of personal security, and digital 

forensic challenges in that respect.  It will show a possible solution through implementation of risk management cycle 

strengthened by digital forensic enablers like logging systems.   

Finally paper will conclude that only proper level of awareness, accompanied by comprehensive advanced security 

intelligence concept can provide high level of personal security in SM@RT HOME environment. 

Keywords: Information Security, IoT, SMART Home, digital forensics, personal security, open standards, industry 

standards  

 

 

1. INTRODUCTION 

Home was and still is much more than just an object for 

housing people, or place for living. Commonly, people 

will describe it as a nest, personal and family fortress, as 

a place where they can express themselves, but at the 

same time place where they are safe, secure and 

comfortable. They like to make it better, easier for day 

to day activities, modern, safe, secure, and comfortable, 

in order to improve life quality.  

For the sake of improving life quality at home, SM@RT 

HOME concept emerged as a combination of new 

Internet of Things (IoT), and traditional devices and 

services [1]. 

The very first step on the SM@RT HOME road map was 

paved, in cyber realm time scale, long time ago. First, 

simple, home automation technology, called X10, was 

developed in 1975. Since then, end user demands grows 

from simple automation and controlling tasks inside 

house to comprehensive house security, monitoring, 

control and automation inside house and remotely. 

Those demands, over the years, dictated developing of 

different technologies and product lines for every single 

demanded functionalities, and lastly to converged them 

into complex SM@RT HOME system.   

Paradoxically, even though lot of products was 

developed for home safety and security, those products 

does not implement proper level of security per se.  

In developing of other SM@RT HOME product lines, 

security is low ranked if it is considered at all.  

Those product are key carriers of our private 

information, and they have to have built-in support at 

least for identification, authentication and authorization 

(IAA), security audit, communication protection, and 

data encryption.  

Unfortunately, legislative branch did not address this 

field properly yet, too. For instance, in EU there is no 

censuses about SM@RT HOME systems, predomina-

ntly caused by different cultures, economies and 

understanding of so called information societies. That is 

main reason why there are no dedicated EU policies 

covers IoT and SM@RT HOME [2].  

Combination of those factors led us into the field of open 

opportunities for exploits SM@RT HOME system 

vulnerabilities in order to steal personal information, or 

to overtake monitoring and control over the home, and 

its inhabitants.  

This paper will argue that only holistic approach to 

SM@RT HOME implementation will reach the aim to 

make our homes smarter, and our lives more 

comfortable. It will show the necessity for both, proper 

level of awareness, and implementation of active 

advanced security measures to mitigate cyber threats.   

The paper is organized as follows: Section 2 gives the 

overview of SM@RT HOME concept evolution and 

expansion, Section 3 presenting security issues and 
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emerging threats landscape, and Section 4 proposing 

solutions to mitigate existing and upcoming threats. 

Section 5 concludes the paper summarizing 

recommendations and key findings. 

2. EVOLUTION AND EXPANSION 

The first well known and well spread technology for 

home automation is X10. It was developed in United 

States by Pico Electronic in 1975. Until now it becomes 

well accepted for home automation with more then 

million units. 

 
Image 1:  X10 schematic [3] 

Recently, concept of SM@RT HOME has evolved from 

simple, separated, products for home automation into 

complex systems for home monitoring, automation and 

security. Today, we have a plenty of home automation 

and more advanced SM@RT HOME IoT products on 

the market. Some of them are regular industrial 

products, some of them are hobby and DIY kits. There 

are plenty of hobby platforms on the market [1, Chapter 

1.3] [4]. The most popular DIY platforms for building 

SM@RT HOME are ARDUIONO [5] and Raspberry Pi 

[6]. The most popular open source project are 

OpenHUB [7] and Home Assistant [8]. For internal 

communication between devices different protocols 

were developed over time, like C-BUS, EnOcean, 

Insteon, KNX, Thread, Universal Power Bus, X10, xPL, 

Zigbee and Z-Wave. Some of them utilised power lines, 

some twisted pairs, Ethernet, RF spectrum or infra-red. 

Computing power of those devices vary from no 

computing functionalities to powerful devices.  

 

 
Image 2: Modern SM@RT HOME system [9] 

We can say today’s SM@RT HOME is a melting pot of 

traditional real-time processing part of system: sensors, 

actuators, controllers, etc. and packet oriented part of 

system: most of IoT units and appliances, cameras, 

entertainment equipment, etc. of local Home Area 

Network and Wide Area Network, of local data, and 

cloud services and big data, and so on, like illustrated in 

images 2 and 3.  

 
Image 3: Overview of Smart Home and Converged Media 

Assets [10] 

From both images, 2 and 3, we can conclude that beside 

traditional automation equipment, IoT devices plays a 

big role in today’s SM@RT HOMEs. Proliferation of 

devices like wearables, smart thermostat, and similar 

devices bring IoT into our Home Area Network (HAN). 

Those devices for their communication and 

management function utilise same communication 

infrastructure like traditional IT equipment.  

In order to understand it better, we can split SM@RT 

HOME pot into ingredients and categorized them: 

- by functionalities into [10]: 

- Home automation and robotics: lightening, 

HVAC, smart home appliances (smart 

refrigerator, dishwasher, washing machine), 

home robots (various assets starting from 

vacuum cleaner, autonomous grass trimmers 

and so on)  

- Home monitoring and security: video 

surveillance, gas leakage and flooding 

detections, fire detection and autonomous 



 

 

firefighting systems, burglar and access control 

system 

- Health support systems, as autonomous or as a 

part of larger health care system: different 

monitoring devices, and devices that monitor, 

control, and drive or correct human body 

functions 

- All other connected in home devices like: 

smart wearables, smart phones, tablets, 

computers, DVRs, receivers, set-top-boxes, 

streaming devices, game consoles, computers,  

and so on. 

- by type of connectivity:  

- Wired,  

- Wireless long range,  

- Wireless mid-range,  

- Wireless short range. 

- by interaction: 

- man 2 machine capable 

- machine 2 machine capable 

- hybrids 

- by presence in Home Area Network 

- Permanently presented 

- Roaming between Home Area Network and 

external networks. 

- by hardware (in [1], 2.1.2 Classes of IoT devices) on:  

- Constrained devices [11]:  

- class 0: simple sensors,  

- class 1: smart bulbs, smart locks, etc. 

- class 2: smart appliances and high-

end smart sensors 

- High-capacity devices such as smart 

hubs/gateways and smart TV-s etc. 

 

3. SECURITY ISSUES AND EMERGING 

THREATS  

When we are talking about security issues in general, 

network security is one of key issues targeting almost 

each application and system [12], aimed on preventing 

and monitoring  unauthorized access, misuse, 

modification, or denial of a computer network and 

network-accessible resources [13]. 

Many authors differently define key goals of network 

security [13] [14], while the following six goals are 

commonly used related to the topic of SM@RT HOME  

[15]: Confidentiality, Integrity, Availability, 

Authenticity, Authorization, Non repudiation; with 

definitions listed in Table 1.  

Table 1. Network Security goals 

Network 

security goal 

Definition/ description  

Confidentiality The assurance that “data will be 

disclosed only to authorized 

individuals or systems” [14] 

Integrity The assurance that data will stay 

as is (unchanged) over time on 

storage, in memory or in 

transition over networks. Any 

modification or destruction 

should be recognised and logged.  

Availability The assurance that network 

resources will be ready 

(available) for processing any 

authorised requests and blocking 

unauthorised requests (attacks).  

Authenticity The assurance that 

communication actors really are 

who they claim they are, and the 

packets send from each one really 

belong to him, and is really 

emitted from him.  

Authorization The assurance that requested 

access rights by actors are 

matching with his assigned rights.  

Non repudiation The assurance that no one can 

deny what has been found as 

evidence. 

Even the goals are clear, there is no unique approach to 

be applied for different systems and applications [16], 

and that is a reason why specific approaches and models 

shall be developed and applied. However, variety of 

factors should be considered [17]: architecture 

complexity, network topology, physical security, 

communication security, and lot more. 

SM@RT HOME complexity is obvious. It is a mix and 

match of different type of technologies, devices, 

appliances, interfaces and protocols. Even though this 

complexity is problem per se, some additional problems 

are identified: 

- Lack of open or industry standards to cover all 

aspects of SM@RT home. Despite the fact that lot 

of standards are developed, some guidelines and 

dedicated standards still missing, especially those 

who will cover security issues properly [10, page 

49]. 

- Vendors ether does not take a care about security, 

or make their own proprietary standards [1, Chapter 

3.2] 

- There are lot of cloud solutions for monitoring and 

control of our homes.  

- Policy makers still does not have a consensus about 

SM@RT HOME, so there is a lack of laws and 

policies [2] [1 Chapter 8.5]. 

- Very limited knowledge and security awareness of 

end-users [10, Conclusions].  
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All those together are wide opened doors for personal 

security and digital forensic issues.  

When we have bad planned, implemented or/and 

configure system, then we are exposed to both known 

and zero-day attacks. Significant problem, in ill 

configured system, is that we have no knowledge about 

security breaches. Once, when we finally became aware 

of it, then there are no logs and evidence that can be used 

for digital forensic to help us to figure out what was 

happened, what we have to face with, and what is 

damage scale. Within more complex systems this is 

even harder.   

From a privacy aspect there are a lot of static (our first, 

last name, social security or identification number, data 

about credit card, day of birth, information about 

relatives, and everything else what was submitted 

somewhere or stored inside devices) and dynamic 

data(logs from devices or on-line collected data that 

represent our behaviour), stored inside our Home Area 

Network, or in connected cloud service that could be 

misused to make our digital profile (digital ID card), or 

to generate perfect ransomware  virus, to perform fraud, 

etc.   

Form a security aspect we are faced with additional 

serious problem, that SM@RT HOME can be used 

against us. Just imagine, possible, scenario when some 

hacker overtake control of our Home Area Network. 

Then he can monitor and read data from many different 

devices. By misusing our home monitoring and security 

system he can see what we are doing, when we are at 

home, how many of us, where we are inside home. So, 

he can track our habits and behaviours. Furthermore, he 

can take an action to lock up people inside, to change 

temperature, shut down ventilation system, close blinds, 

water, cut off power, and so on. As an extreme example, 

hacker can overtake control over our health care, and 

medical life support appliances and perform possible 

kinetic effect that will have direct implications to our 

life.   

In the literature, many researchers and organizations [1], 

[10], [12], [13], [14], [15], [16], [17], [18], [19], [20], 

[21], [23]  identified or/and addressed different kinds of 

potential threats and attacks for both, IoTs and SM@RT 

HOMEs. All agreed that identified issues having 

growing trends in recent time, and same forecast for 

upcoming period. Table 2 gives comprehensive view on 

security threats [10], possible attacks and scenarios [14] 

in relation to security goals previously defined in Table 

1. 

Table 2. SM@RT HOME security threats, possible 

attacks and scenarios 

Security 

threats 

Security Goals 

Compromised 

Possible 

attacks / 

scenarios 

Malware   
All Malware could 

be preloaded on 

device, or 

injected 

internally or 

externally.  

Botnets 

(abusing IoT 

components as 

botnet nodes 

and/or C2 

servers)  

Confidentiality  

Availability  

Authenticity  

Authorization 

Non repudiation 

Abused devices 

can attack other 

elements of 

SM@RT home, 

or could be 

abused for 

external attack.  

Identity theft  
Confidentiality 

Integrity 

Authenticity 

Authorization 

Non repudiation  

Social 

engineering  

Web based 

attacks   
Confidentiality 

Integrity 

Availability 

 

Spoofing 

DoS 

Information 

Disclosure 

Elevation of 

privileges … 

Physical 

theft/damage/ 

loss  

Confidentiality 

Integrity 

Availability  

 

Physical 

stealing, 

accidental 

damage, 

remote control 

action  

Phishing  
Confidentiality 

Authenticity 

Authorization 

Non repudiation  

By misusing 

using smart 

devices  

Insider threat  
All 

 

By physical 

presence or by 

utilising some 

air interface 

Information 

leakage   
Confidentiality 

Authenticity 

Authorization 

Non repudiation  

Apps and 

applets, ad-

ware software 

Web 

application 

attacks  

Confidentiality  

Availability  

Authenticity 

Authorization   

By utilizing 

unblocked 

ports 80/443 to 

pass through 

firewall 

 

4. PROPOSED SOLUTION 

Lot of researches related to IoT security had be done so 

far, but not so many exclusively to SM@RT HOME 

security.  

 

Bitdefender [18], Symantec [19], University of 

Michigan [20], and ENISA [1] [10] [21], for instance, 



 

 

took SM@RT HOME concept into consideration 

seriously, and published their research findings in 

research papers and periodic. In most cases, researches 

are focused on a few related issues, rarely to system 

overall.  

It is really hard to address all those security threats and 

challenges.  Only holistic approach to all aspects of 

SM@RT HOME, from design phase to the end of life 

cycle, can reach the aim to make our homes smarter, and 

our lives more comfortable, with simultaneously 

reduced risk of security breaches.   

To reach that aim some prerequisites have to be fulfil:  

 

- All stakeholders has to be actively involved in 

process.  

- Policy makers and regulatory bodies has to change 

legal framework, and to adopt minimum 

requirements for standards, policies, guidelines etc.  

- Industry has to be much more engaged in security 

(in making and introducing open standards), not 

only in upgrading functionalities and advertising of 

their products. 

- Implementation and configuration has to be well 

explained as for dummies.  

- End users has to be much more educated to be 

aware of security threats and their impact to their 

privacy, data, health and so on. 

ISO/IEC 27001 [22] is good start in term of for risk 

management cycle. It covers planning an information 

security management system, risk assessment, and risk 

treatment.  Additionally, well balanced combination of 

awareness, enforced with digital forensic enablers, like 

loggers, NextGen Firewalls [23], and trusted relation 

system can bring SM@RT HOME security to much 

higher level.  

Unfortunately, most of SM@RT Home, and generally 

IoT industry argue there is no reason for implementation 

of advanced security in inexpensive products, like stated 

in [1].   They claim, that will raise up production costs 

and market price, and made products less affordable and 

less interesting. Furthermore, they still negate that IoT 

solutions including SM@RT HOME, are not targeted by 

hackers. 

Some end-users argue there is no necessity for security 

measures implementation in Home Area Network, they 

ask for simplicity over security. They are refusing to 

learn how to configure system; they just like to have 

simple plug-and-play-and-forgot equipment. Those 

people does not take a care about privacy and security, 

either because they have lack of awareness, or they does 

not accepting at all that they can be a target of cyber-

attack.  

5. CONCLUSION  

Even SM@RT HOME solutions are suddenly 

everywhere, security has been identified as important 

issue which is paying more attention by all, researchers, 

developers and native users. In this paper, we discussed 

SM@RT HOME solutions and identified key security 

issues, we also proposed key prerequisites to be fulfilled 

in developing new approaches and security models. 

In addition to that, we conducted a review of recent 

literature on already identified security threats and 

possible attacks directly violating key security goals and 

principles. However, balance between simplicity and 

security should be maintained. SM@RT HOME 

solutions have to be planned, implemented and 

configure with that in mind. Only with this holistic 

approach SM@RT HOME will reach the ultimate aim 

to make our homes smarter, and our lives more 

comfortable with keeping security on desire level.   
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